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1. Introduction & Scope of Policy
1.1 This policy is based on the requirements of the latest Information Commissioners Office (ICO)
Data Sharing Code of Practice. The policy will help ensure any sharing is fair, transparent and in
line with the Data Protection Act 2018 (DPA 18) and the rights and expectations of the people
whose information is being shared.
Stokesay Primary School is committed to protecting the privacy of individuals and handles all
personal information in a manner that complies with the GDPR. It is a personal responsibility of
all employees (temporary or permanent), members, contractors, agents, Governors and anyone
else processing information on our behalf to comply with this policy.
Any deliberate breach of this policy could amount to a criminal offence under one or more pieces
of legislation, for example the Computer Misuse Act 1990 and the GDPR. All breaches will be
investigated and appropriate action taken. This policy explains what the Trust’s expectations are
when processing personal information and should be read in conjunction with other relevant Trust
policies and School Policies (such as the ICT and E-Safety Policy).

2. What do we mean by data/information sharing
2.1 Information sharing is the disclosure of data from one or more organisations to a third party
organisation(s), or the sharing of information between different parts of the School.
2.2. This policy covers the sharing of personal information on a systematic and exceptional basis.
2.2.1 Systematic Information Sharing – this involves the routine sharing of the same or similar
information for the same person between a set number of organisations. Sharing ordinarily
takes place under the conditions of an agreed information sharing agreement.
2.2.2 Exceptional Information Sharing – these are one off adhoc decisions to share information
2.3 It is important to remember that data protection principles also apply to information shared within
the School as well as sharing with external organisations.

3. Information Sharing and the Law
3.1 The School derives its powers to share information from either Acts of Parliament or other legislation
that governs the Council’s activities.
3.2 The first point to consider before sharing information is what legal basis is there to share
information. The legal basis will ordinarily fit into one of three categories.
3.2.1 Express obligations – This is where there is an established legal requirement for the School
to share information. An example of this would be legislation that requires the School to share
information with Her Majesty’s Revenues & Customs (HMRC) for taxation purposes.
3.2.2 Express powers – The School will be given legal powers to enable the sharing of information.
An example of this is the Strengthening Families programme that allows the School to share
information with the Department of Work & Pensions (DWP).
3.2.3 Implied powers – Certain legislation regulates how School services are run but does not give
express powers to share information. However to meet the requirements of the legislation
there is implied power to share information. An example here would be the Children’s Act
which requires Schools to protect children. To protect a child the School may have to share
information with a number of organisations.

4. Deciding on Sharing Personal1 Information
4.1 There are a number of factors to be considered before information sharing takes place. The
following questions need to be considered before sharing.
4.1.1 What is sharing meant to achieve? A clear objective for sharing should be identified. This
will assist in deciding on what elements of information need to be shared.
4.1.2 What information needs to be shared? Only the elements of information required to meet
the objective identified should be shared. Where opinion is being shared it should be clearly
denoted that this is an opinion being shared.
4.1.3 Who requires access to the shared information? ‘Need to know’ principles should be
applied. Individuals should only be able to access shared information if they need to.
4.1.4 When should it be shared? It should be recorded whether the sharing was on an exception
or systematic basis.
4.1.5 How should it be shared?
Externally - Information should only be shared securely, e.g. electronically using secure email
or hand delivered to named individuals or sent by post (special delivery/secure courier)
dependent on the level of sensitivity of the information being shared.
Internally- if sharing is electronic and to/from @telford.gov.uk or @taw.org.uk then this a
secure method. However the correct recipients details should be checked before an email is
sent. If hard copy information is being shared then hand delivery/collection should be
considered for special category (very sensitive) personal information.
4.1.6 What are the risks in sharing and not sharing the information? A number of questions
should be asked such as what is the potential benefit/harm/damage to an individual whose
information may be shared, will an individual be likely to object, etc.
4.1.7 Can the objective be met without sharing the information or by anonymising it? If an
objective can be met by sharing anonymised information or by not sharing personal
information at all then the objective should be met in this alternative way.
4.1.8 Record what you have shared. Once you have decided there is adequate justification to
share information then the actual sharing should be recorded including what information was
shared, to who, when and by who.
4.2 Obtaining consent from individuals to share their personal information should also be factored into
the decision making process for sharing information. Consent should be a positive action, specific,
given freely, granular and provide an informed indication of the wishes of the individual that they
agree to how their personal data will be processed.. See school Guidance Note on Consent.
4.3

1

It is not always appropriate to obtain consent from an individual (or in fact inform them that
sharing is taking place) for sharing their information. Consent is not needed for all aspects of
personal information sharing. An example of this is where the School is required to provide the
police with information for the prevention and detection of crime or for the protection of
children/vulnerable adults. However a legal basis is always required before any sharing occurs.

The term personal information is used to generically include personal and sensitive information

5. Fairness and Transparency
5.1 To share information in a fair and transparent manner, individuals should be aware of which
organisations are sharing their personal data, with whom and what it is being used for. Fairness also
relates to how personal information is shared in that this should happen in a reasonable way that the
individual would not reasonably object to. However there are certain exceptions to this, see 4.3
above.
5.2 Fairness and transparency can be achieved by the use of privacy notices which, as a minimum, tells
an individual from whom information is being collected why their information will be shared and who
it is going to be shared with (either named organisations or types of organisation). See school
Guidance Note on Lawful Processing of Personal Data.

6. Security When Sharing Information
6.1 The DPA 18 requires the School to have adequate technical and organisational measures in place
to protect personal information. This requirement also covers when the School shares information.
6.2 There are a number of security issues that should be considered in respect to shared / sharing the
information.
6.2.1 Information must be shared in a secure manner, see paragraph 4.1.5 for further detail.
6.2.2 Information received from other organisations should be reviewed to ensure there are no
conditions of use attached to it and it needs to be kept secure.
6.2.3 Information sent from the School to other organisations should be reviewed to ensure officers
understand who will access it and for what purpose.
6.2.4 More sensitive information shared should be afforded additional security.
6.2.5 The level of impact of a data breach on both the individual(s) and the Council
6.3 For more information on required security arrangements please read the schools Information
Security Policy.

7. Governance Arrangements
7.1 Responsibility for sharing information lies with the ‘Information Asset Owner’. The Information Asset
Owner is the Head Teacher.
7.2 The information owner should ensure there are appropriate arrangements in place to share
information that comply with the requirements of this policy.
7.3 A further element of governance in respect to information sharing is the use of information sharing
agreements (ISA’s). An information sharing agreement sets out a number of common rules to be
adopted by the various organisations involved in the data sharing operation.
7.4 It is good practice to have an ISA in place if information sharing is taking place on a large scale or
on a regular basis. The checklist for the contents of an ISA should be adhered to when drafting an
ISA, the checklist can be found in the school office.

8. Reporting Security Incidents
8.1 If the information shared is compromised, e.g. sent to an incorrect recipient, viewed by an
unauthorised individual, etc. the schools Information Security Breach Procedure (ISBP) should be
instigated immediately.

8.2 As per the ISBP procedure, all potential information security incidents should, as a minimum, be
reported to the Head Teacher and the DPO.

9. Contacts and Further Information
9.1 Appendix 1 provides 5 steps to effective data sharing. This can be used as a reference when
considering sharing information.

Appendix 1

5 Steps to Effective Data Sharing

Is sharing
justified?

Do you have the
power to share?

Do you think you
should share?

Is there legislation
that allows you to
share?

What are the risks
of sharing or not
sharing?

What is the nature
of information, e.g.
was it given in
confidence

Is an individual at
risk of harm?

Have you received
legal instruction
to share?

Is there a DPA
exemption allowing
me to share?

What information
should I share?

How should the
information be
shared?

Record your
decision

Only share what is
necessary

Use SCS / GCSX for
sharing or hand /
special delivery for
hard copy

Record data
sharing decision
and reasoning for
this

Distinguish fact
from opinion

Only shared with
the correct
individuals – check
recipient details

If you share record
what information
was shared, with
who and for what
purpose

What are risks of
not sharing?

Consider informing
individual that their
information has
been shared

Record when it was
shared, justification
for this and if
consent obtained
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Appendix 2
Article 6 Conditions – Personal Data
(a) the data subject has given consent to the processing of their personal data for one or more
specific purposes;
(b) processing is necessary for the performance of a contract to which the data subject is party
or in order to take steps at the request of the data subject prior to entering into a contract;
(c) processing is necessary for compliance with a legal obligation to which the controller is
subject;
(d) processing is necessary in order to protect the vital interests of the data subject;
(e) processing is necessary for the performance of a task carried out in the public interest or in
the exercise of official authority vested in the controller;
(f) processing is necessary for the purposes of the legitimate interests pursued by a controller,
except where such interests are overridden by the interests or fundamental rights and
freedoms of the data subject which require protection of personal data, in particular where
the data subject is a child. This shall not apply to processing carried out by public
authorities in the performance of their tasks.
Article 9 Conditions – Special Category Data
(a) the data subject has given explicit consent to the processing of those personal data for one
or more specified purposes, except where Union or Member State law provide that the
prohibition referred to in paragraph 1 may not be lifted by the data subject;
(b) processing is necessary for the purposes of carrying out the obligations and exercising
specific rights of the controller or of the data subject in the field of employment and social
security and social protection law in so far as it is authorised by Union or Member State law
or a collective agreement pursuant to Member State law providing for appropriate safeguards
for the fundamental rights and the interests of the data subject;
(c) processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent;
(d) processing is carried out in the course of its legitimate activities with appropriate safeguards
by a foundation, association or any other not-for-profit body with a political, philosophical,
religious or trade union aim and on condition that the processing relates solely to the
members or to former members of the body or to persons who have regular contact with it in
connection with its purposes and that the personal data are not disclosed outside that body
without the consent of the data subjects;
(e) processing relates to personal data which are manifestly made public by the data subject;
(f) processing is necessary for the establishment, exercise or defence of legal claims or
whenever courts are acting in their judicial capacity;
(g) processing is necessary for reasons of substantial public interest, on the basis of Union or
Member State law which shall be proportionate to the aim pursued, respect the essence of
the right to data protection and provide for suitable and specific measures to safeguard the
fundamental rights and the interests of the data subject;
(h) processing is necessary for the purposes of preventive or occupational medicine, for the
assessment of the working capacity of the employee, medical diagnosis, the provision of
health or social care or treatment or the management of health or social care systems and
services on the basis of Union or Member State law or pursuant to contract with a health
professional and subject to the conditions and safeguards referred to in paragraph 3;

(i) processing is necessary for reasons of public interest in the area of public health, such as
protecting against serious cross-border threats to health or ensuring high standards of quality
and safety of health care and of medicinal products or medical devices, on the basis of Union
or Member State law which provides for suitable and specific measures to safeguard the
rights and freedoms of the data subject, in particular professional secrecy;
(j) processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes in accordance with Article 89(1) based on Union or
Member State law which shall be proportionate to the aim pursued, respect the essence of
the right to data protection and provide for suitable and specific measures to safeguard the
fundamental rights and the interests of the data subject.

Appendix 3

General Data Protection Regulations
Right of Access to Personal Data
SUBJECT ACCESS REQUEST FORM
Information
We should respond to your request within one calendar month. However this period does not
start until:
a) We are satisfied about your identity
b) You have provided enough detail to locate the information you are seeking
Please complete the following sections of this form providing as much information as
possible to help us deal with your request.

1.

Provide details of the person about whom the Trust /school is holding data (the Data
Subject)

Full Name (Print)

______________________________________________

Date of Birth

______________________________

Present Address:

Previous Address (if less than 3 years at your
present address):

Post Code:

Post Code:

Telephone Number ______________________________________________

Email address

______________________________________________

2. Are you requesting information about yourself (person referred to in question 1)? If YES, then
go to question 3. If NO please complete the following:

Full Name (Print)

______________________________________________

Present Address:

Post Code:

Telephone Number: ______________________________________________
Email address:

______________________________________________

Relationship with data subject and brief explanation as to why you are requesting this
information rather than the data subject:
______________________________________________________________
______________________________________________________________
**If you are acting on behalf of the data subject you will need to enclose their written authority including a signature
or other legal documentation (e.g. power of attorney) to confirm this request. You also need to enclose evidence of
your identity and that of the data subject (see section 4 for details of acceptable identity)**

3.

Please provide a clear description of the information that you are requesting, see table
below. If you provide specific details of what information you want, e.g. name of a
document relevant to a time period rather than just the whole of your file you may
receive a quicker response.
Description of Information

If you are asking for social care
information please provide the name of
your Social Worker or Personal
Assistant

Trust Service Holding
this Information

Name:

Time Period for
Information
Requested

4.

Please provide two pieces of evidence of your identity (one containing a photo). Acceptable
types of documents used to verify your identity are detailed below.
Driving Licence

Passport

National ID Card

Medical Card

Utility Bill

You may wish to send your documents special/recorded delivery. Your proof of identity will
be returned to you securely after verification.

5.

All information in respect to your request will be sent to you via secure email unless
alternative arrangements are made. We may require further evidence of your identity if you
collect your information from Trust / school premises.

Declaration
To be completed by all applicants. Please note that any attempt to mislead the Trust / school
may lead to prosecution.
I (insert name)

______________________________________________
______________________________________________

certify that the information given on this application form and any attachments therein to BAST /
a BAST school is accurate and true.
I understand that it is necessary for the Trust to confirm my identity and it may be necessary to
obtain more information in order to locate the correct information.

Signature

______________________________________________

Date

______________________________________________

Return of the Form
If you are either posting your documents and payment or hand delivering them then our address
is detailed below:
School requests:
Information Governance
Mr Paul O’Malley
Stokesay Primary School
Craven Arms
Shropshire
SY7 9NW
01588 67227

Trust:
BAST
Information Governance
Mrs S Godden
C/o Oldbury Wells School
Bridgnorth
WV16 5JD
01746 760509
Our email address is foi@telford.gov.uk

How we will send you the information you have requested
We want you to receive the information you have requested in the most convenient way for you.
However we do have an obligation under the General Data Protection Regulations to provide
you with the information you have requested in the most secure way possible.
We believe the most secure way to provide you with the information is either:
•
•

For you to collect the documentation in person from our offices
For us to email you the information securely/encrypted using our Secure Communication
System which would allow you to electronically access the information requested (free of
charge)

We can post your information to you but there are risks attached to providing you with your
information using this method, e.g. Royal Mail may lose your information, deliver it to the wrong
address, etc.
Please confirm you are happy to receive your information by our Secure Communication
System by ticking the box below and confirming the email address that your information
should be sent to:
Tick Box

EMAIL ADDRESS

Alternatively if you prefer any of the other methods below please indicate which by ticking ONE
of the boxes below:
Collection in person

CD or Paper Copy (please circle your choice)

By Post (special delivery)

CD or Paper Copy (please circle your choice)

GDPR Policy Part 2

RECORDS & RETENTION
The following document is taken from the Information & Records Management Society – School Toolkit
http://irms.org.uk/page/SchoolsToolkit
The relevant sections are shared with staff as part of staff induction and all staff should refer to this prior to secure
disposal of any documentation/records.
Facilities are made available for staff to securely dispose of sensitive records.
This policy is linked to the Data Protection Policy.

GDPR Policy Part 3

INFORMATION SECURITY FRAMEWORK

BAST Information Security Breach Procedure (ISBP)

v3.3

What to do in the event of a possible data breach/incident
1. Introduction
1.1

1.2

This procedure supports the Trust’s ICT security policies, and must be read in conjunction with it. This
procedure details the necessary steps to take if you have concerns that there has been a breach of
personal identifiable information (PII – see 1.2 for examples) by Trust / school employees, Trust / school
community members or third parties2 contracted to provide Trust / school services.
Some typical examples of PII include, but are not limited to:• Personal Data – e.g. name; address; telephone number; date of birth; NI number; bank
account details
• Sensitive/Special Personal Data – e.g. information specifically relating to physical or mental
health or condition; race or ethnicity; political opinions; religious beliefs, or beliefs of a similar
nature; membership of a trade union or non-membership; sexual life; commission or alleged
commission of an offence;

1.3

The principles of securing information (in accordance with Principle 7 of the Data Protection Act and
principle 6 of the General Data Protection Regulations from May 2018), can be found in individual
schools ICT and security policies. For further guidance on information security contact the Executive
Headteacher on 01746 760509.

2. What is a possible breach of PII?
2.1

A breach of PII is where identifiable personal information has been or has the potential to be:
•
•
•

Viewed or copied by an individual unauthorised to do so,
Communicated to an unauthorised individual/organisation, e.g. sent to wrong address and
opened/read
Lost or stolen

There are many examples of what constitutes a possible data breach, typical examples are detailed
below:
•
•
•
•
•

2.2

2

Loss of mobile phone/laptop or other ICT equipment
PII being emailed/posted/faxed to an unintended recipient or address and read by the individual,
e.g. a letter containing social care information or financial information about an individual being
sent to 36 Smith Street instead of 63 Smith Street (the intended recipient) and opened
Loss of information/records relating to individuals and read by an unauthorised person, e.g. a lost
file containing personal grant information
Viewing PII on an ICT system that you do not need to access as part of your role
Not keeping information secure; i.e. leaving correspondence on your desk at the end of the
working day

There may be security incidents where PII has been given to an unauthorised person (due to a human
or procedural error) but the recipient has not opened/read the PII. The PII has then been returned or it
has been confirmed that it has been destroyed. Cases such as these should be notified to IG and the
service area will be expected to undertake their own investigation into the security incident and
implement actions that will minimise the possibility of a similar incident in the future.

Third parties could include temporary employees, agency workers, volunteers, partners or contracted service providers

Suspected Data Breach

Contact POM (or Line
Manager if unavailable)as soon
as possible (at least within 12
hours of event occurring)

YES

Outside a
normal working
day / hours

NO
Inform POM the School Data
Manager (or if unavailable his
deputy (at least within 12 hours of
it occurring)

If theft or crime involvedcontact the
police and obtain crime number

Inform Exec
Head of BAST
SDM/Assistant Director refer
to DPO within 24 hoursof
event occurring

Read the Information Security Breach Procedure (ISBP)
on the intranet (under 'I') and eport
r
matter to the IG
Team within 24 hours of the incident. The service should
fully complete the template attached to the ISBP and
send it to the IG Team- IG@telford.gov.uk.

IG will then:
- Assess the risk
- Agree immediate mitigating actionsand who should do them
- Agree who will investigate
- Assess if ICO requires notification (after referral to ICO)
- Produce/agree production of breach report
- Agree remedial actions with service area

3. What should I do if I become aware of a possible data breach?
3.1

Outside a normal working day

3.1.1

If you become aware of a possible data breach you should report it immediately where you can. If this
occurs outside normal working hours, e.g. bank holidays, weekends, etc., please contact your SDM (or
line manager if SDM is unavailable) within 12 hours of the incident occurring. At Stokesay Primary
School this is Paul O’Malley. Your SDM will inform the Executive Headteacher in his turn. The
Executive Headteacher will liaise with the Audit Committee of the Trust Board over any significant
issues.

3.2

Normal working day

3.2.1

If a breach occurs or you suspect one has occurred you will need to inform your line manager (who will
inform the relevant Team Leader/Group Manager, SDM or Assistant Director) immediately (or as a
minimum within 12 hours of incident occurring). The matter must then be forwarded to IG within 24
hours of the incident occurring for recording and investigation.

3.2.2

If the incident involves theft or a crime then you should contact the police and report this. Please make
sure you obtain and record a crime reference number from the police where applicable.

3.2.3

If the incident involves the loss or theft of ICT equipment then this should also be logged with the ICT
Service Desk on 83333 or via your desktop link.

3.2.4

When the matter is reported to IG and ICT (where relevant) the following information as a minimum
should be to hand:
•
•
•
•
•
•
•

Crime reference number given to you by the police (if applicable)
Police station and constabulary the incident was reported to (if applicable)
Place, time and date(s) the incident occurred
Council officer and/or team(s) or 3 rd party suppliers involved
A summary of the information that has been lost, stolen or incorrectly communicated
A list of the individuals affected or that could be at risk
A list of organisations that may need to be contacted (e.g. shared service information), if
applicable
• Confirmation as to who else in the authority has been informed, e.g. SDM, Assistant Director,
Director, Member, etc
3.2.5

When the incident is reported to IG they will:
•
•
•
•
•
•

•
3.2.6

Assess the level of the risk associated with the incident
Agree the immediate mitigating actions that should take place and who should undertake them
including who else needs to be informed (internally and externally)
Agree who will undertake an investigation into the incident – low risk will be the service area;
medium – service area/IG by agreement; high risk – IG.
Compare the incident against notification rationale outlined by the Information Commissioners
Office (ICO) and notify (after approval by the SIRO) if applicable
Produce or agree the production of an incident report, see Appendix 1 for required layout
Agree remedial action to be taken by the relevant service area
Communicate any lessons learnt corporately where appropriate

Managers can obtain guidance on possible action to be taken in relation to employees implicated in
data breaches by accessing the relevant Human Resources guidance document on the intranet.

4. Advice and assistance
4.1

Supplementary guidance in respect to managing data breaches in specific service delivery units (due to
the nature/volume of information being handled) has been agreed locally with the relevant Service
Delivery Manager(s) and Assistant Director(s). This local guidance does not replace the requirements
of this policy.

4.2

If you require any further information, or if you experience any difficulties accessing any documentation,
please contact:Audit & Governance
Tel:
01952 382537
Email: ig@telford.gov.uk

4.3

Alternative formats (i.e. hard copy, large print or Braille) of this procedure are available upon request.

Appendix 1

Suggested Report Template
(Input in grey below are example entries only)
Tick relevant box

✓

Breach?

Incident?

See section 2 of ISBP for guidance on what constitutes a breach or incident

Date Occurred

10/12/13

Date and name of SDM informed
(and the AD where relevant)
Informed Jenny Marriott on
10/12/12/17 - Suzanne Dodd
Categories of Data Breached

Officer Implicated

R Montgomery

Was breach/incident identified as a result of
a customer complaint (Y or N?)

Number of Individuals Affected

Name, Address, Bank details

Y

Number of Records Breached

1

6

Description of breach/incident (including the type of information and date/location of incident)
Bank statements collected for identification purposes returned to 15 Darby Road on 10/12/13 instead of
correct address 51 Darby Road
Reported to
police Y/N?

N

Date Reported /
Police Station

Crime number

N/A

Has information been returned to Council or
destroyed?

Information returned to Council on 12/12/13

N/A

Do you intend to notify the data subject(s) affected?
If YES please consult IG prior to doing this
If NO please give an explanation for this
Yes – as they will be able to ask their bank to watch their
account

How did breach/incident occur?
Officer had incorrectly updated the contact record for this customer
Measures already taken to address breach
1. Procedures for updating contact records reissued to all staff
2. Warning of this incident emailed to all staff
3. QA checks to be put in place monitoring contact records accuracy

BELOW SECTIONS TO BE COMPLETED ONCE INVESTIGATION ENDED
Description of action (if any) taken against officer implicated in the breach/incident
Informal discussion with SDM and warning about future conduct

Lessons learnt to be implemented (if relevant)
1. Procedures for updating contact records reissued to all staff
2. Warning of this incident emailed to all staff
3. QA checks to be put in place monitoring contact records accuracy

